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© & iper e version 1 2
© B Ipsec e always-on 1
@ =0 Ipsec me duraton chid-sa 1 9500
@ = Ipsec ke duration ike.sa 1 10800
@ & ipsec ke encryplion 1 aes256.c0¢
& & ipsec i esp-encapsuiation 1 on
© B Ipsec e group 1 modp 1024
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ip route default gateway tunnel 1 metric 10
ip route “MRB-CloudDIP7” F Lo X" gateway pp 1 filter 12 3
metric 5

ip filter 1 pass * “MRB-CloudDIP7” K L X" esp * *
ip filter 2 pass * “MRB-CloudDIP7” K L X" udp * 500
ip filter 3 pass * “MRB-CloudDIP7 K L X" udp * 4500

tunnel select 1
ipsec ike version 12
ipsec ike always-on 1 on
ipsec ike duration child-sa 1 3600
ipsec ike duration ike-sa 1 10800
ipsec ike encryption 1 aes256-cbc
ipsec ike esp-encapsulation 1 on
ipsec ike group 1 modp1024
ipsec ike hash 1 sha
ipsec ike keepalive use 1 on dpd
ipsec ike local address 1 “Z8521P 77 K L X (NAT)”
ipsec ike local name 1 “28 = IP 7 K L X (NAT)” ipv4-addr
ipsec ike payload type 12 2
ipsec ike pfs 1 on
ipsec ike proposal-limitation 1 on
ipsec ike child-exchange type 1 2
ipsec ike remote address 1 "MRB-CloudDIP7” K L X"
ipsec ike remote name 1 "MRB-Cloud®IP7” K Lo X" ipv4-addr
ipsec auto refresh 1 on
ip tunnel nat descriptor 10000
tunnel enable 1

ip loopback1 address “Z4mIP7” K L X (NAT)"

nat descriptor type 10000 nat

nat descriptor address outer 10000 “S8 = IP7 F L X (NAT)"-"#& =
IP7 K L Z(NAT)”

nat descriptor address inner 10000 “48 =IP7 K L X (YAMAHA
LAN{E))”-"#& 551P 7 K L X (YAMAHA LAN{EI)”

nat descriptor static 100005 “Z8 =P 7 F L X (NAT)"=“S8 =P 7
K L X (YAMAHA LANE)” 254




