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## ERE(E ##

—— XV RISA=H— —

— $FK
gateway_default = “pp 17 — % FIFIMRRICFERTZI13—T1—2A
gateway_offload = “"pp 2” —— % Office 365 & Windows Update [C{ERRT313—TJ1—A

-~ FQDN 74 )VA—ICEAT374)L5—ID DTL 71D A
filter_prefix = 2000000

—— Office 365 1 VA=Y NILADT7I D SYSLOG DTFL 719D
offload_prefix = “[0365 Offload]”



— FEZERIRE (7))
idle_time = 3600 -— %

— HTTPS YDIAF —
— KA+

office_host = “endpoints.office.com”

AV
path_version = “version/worldwide?clientrequestid=%s&Format=CSV”

path_endpoint = “endpoints/worldwide?clientrequestid=%s&Format=CSV&NolPv6=true”

—— url

url_template = “https://%s/%s”

—UDIZAMT—=TI
req_tbl = {

url="",

method = “GET”

—— Windows Update D##t5E URL YA NMT—T)L)

urls_wu = {"update.microsoft.com,*.update.microsoft.com”,
”download.windowsupdate.com,*.download.windowsupdate.com”,
“download.microsoft.com,*.download.microsoft.com”, “windowsupdate.com,*.windowsupdate.com”,
“ntservicepack.microsoft.com”, “login.live.com”, “mp.microsoft.com*.mp.microsoft.com”,

“*.do.dsp.mp.microsoft.com,*.dl.delivery.mp.microsoft.com,*.emdl.ws.microsoft.com”}

— 7393 SYSLOG DL AL (info, debug, notice)

log_ level = “debug” -— %
— Ayt —Y —
msg_fail_ver = “Failed to get version from server”

msg_fail_server_http = “Failed to data transmission to server, HTTP STATUS: %d”
msg_fail_server_err = “Failed to data transmission to server, err: %s”
msg_fail_server = “Failed to data transmission to server”

msg_new_ver = “New version of service instance endpoints has been detected”



msg_cancel = “Service instance endpoints checking is canceled”

msg_update = “Service instance endpoints have been successfully updated”

#t EREMBECET ##

— O *yt—U% SYSLOG [CH T3R8

—[51%]

—  msgfmt .. AytE—I7r—IyMERIBEXFESI)
— #2 LR . EXEEFICANSE

- [R"{E]

-— &L

function write_to_log(msg fmt, ...)

local log msg

log msg = string.format(msg_fmt, ...)
log_ msg = string.format("%s %s”, offload_prefix, log msg)
rt.syslog(log level, log msg)

end

-— UUID ZA R T 3 B4k
- [B51%]

-— BL

—— [RDfiE]

-—  UUID(XX=F51)

function generate_uuid()

local template = = XXXXXXXX—XXXX—4XXX ™Y XXX~ XXXXXXXXXXXX

math.randomseed(os.time())

return string.gsub(template, “[xy]”, function (c)

local v = (¢ == “x”) and math.random(0, 0xf) or math.random(8, Oxb)

return string.format("%x”, v)



end

end)

—— Office Y—I\—h'BNN—JavEEST 2%

- [51#]

—-—  uuid ... UUID(3L=FF1)

- [RDfE
_ /\'_

]
Jav(iE)

function get_version_from_server(uuid)

0) then

local path, i, v, res_tbl
local lines = {}

local line = {}

path = string.format(path_version, uuid)
req_tbl.url = string.format(url_template, office_host, path)

res_tbl = rt.httprequest(req_tbl)

local cur_ver =0
local num =0
if (res_tbl.rtn1) and (res_tbl.code) and (res_tbl.code == 200) then
— EERY
lines = { string.split(res_tbl.body, /¥s+/) }
for i, v in ipairs(lines) do
line = { string.split(v, “,”) }
if (i == 1) then
for i, v in ipairs(line) do
if (v == "latest”) then
num =i
end
end
else

if (num > 0) and (line[num] "= nil) and (string.len(line[num]) >



cur_ver = tonumber(line[num])
if (cur_ver == nil) then
cur_ver =0
end
end
break
end
end
if (cur_ver == 0) then

write_to_log(msg_fail_ver)

end
else
if (res_tbl.code) then
write_to_log(msg_fail_server_http, res_tbl.code)
elseif (res_tbl.err) then
write_to_log(msg_fail_server_err, res_tbl.err)
else
write_to_log(msg fail_server)
end
end

return cur_ver

end

—— Office F—\—HoIY FiRA Y MEERIG T B BEEK

- [B51%]

—  uuid ... UUIDGSZ=FF)

—— [RDfiE]

-—  Office Y—=N\—hbZIELELARVYAT—R(CFF) / nil

function get_endpoints_from_server(uuid)

local res_tbl, path

path = string.format(path_endpoint, uuid)

req_tbl.url = string.format(url_template, office_host, path)



res_tbl = rt.httprequest(req_tbl)

if (res_tbl.rtn1) and (res_tbl.code) and (res_tbl.code == 200) then
— EERD

return res_tbl.body

else
if (res_tbl.code) then
write_to_log(msg_fail_server_http, res_tbl.code)
elseif (res_tbl.err) then
write_to_log(msg_fail_server_err, res_tbl.err)
else
write_to_log(msg fail_server)
end
end
return nil

end

= CSVHD 1 17T JINCEHR TR
- [B51%]

—— line ... CSV R ® 1 17(3LF31)

—— [RDfiE]

—  TIUCE#BLEED(T—TI)

function ParseCSVLine(line)
local res = {}
local pos = 1
local sep =",
while (true) do
local ¢ = string.sub(line,pos,pos)
if (c =="") then break end
if (c ==""") then
—— quoted value (ignore separator within)
local txt =~

repeat



example:

blub”blip”“boing for the middle

end

return res

end

else

end

local startp,endp = string.find(line,”"%b” "’ pos)

txt = txt..string.sub(line,startp+1,endp—1)

pos = endp + 1

¢ = string.sub(line,pos,pos)

if (c ==""") then txt = txt.””" end

—— check first char AFTER quoted string, if it is another
—— quoted string without separator, then append it

—— this is the way to “escape” the quote char in a quote.

e as

—— valuel,”blub””blip” “boing”,value3 will result in

until (¢ "="")

table.insert(res txt)

assert(c ==seporc=="")

pos = pos + 1

—— no quotes used, just look for the first separator

local startp,endp = string.find(line,sep,pos)

if (startp) then

else

end

table.insert(res,string.sub(line,pos,startp—1))

pos = endp + 1

—— no separator found —> use rest of string and terminate
table.insert(res,string.sub(line,pos))

break

—— LARVAT =305 URL YR M2 ER1G T B BE%

— [51%]

——  body ... Office H—)N\—h'bZ{ELEL ARV AT —H(XF5I)



-- [RN{E]
-——  URL DYANMFT=TI)

function get_urls(body)
local lines, line
local i, v
local url_num =0
local cat_num =0
local ip_.num =0

local urls_list = {}

if (body ~= nil) then
lines = { string.split(body, /¥v+/) }
for i, v in ipairs(lines) do
line = ParseCSVLine(v)
— 1 {TEDIISA—=R—& Db, urls & category DIELEZERF
if (i == 1) then
for i, v in ipairs(line) do
if (v == "urls”) then
url_num =i
elseif (v == “category”) then
cat num =i
elseif (v == "ips”) then
ip_num =i
end
end
if (url_num == 0) or (cat_num == 0) or (ip_num == 0) then
break
end
else
if (line[cat_num] == “Allow”) or (line[cat_num] == “Optimize”)
then
—— urls ZRTF
if (line[url_num] “= nil) and (string.len(line[url_num])
> 0) then

table.insert(urls_list, line[url_num])



elseif (linefip_num] "= nil) and
(string.len(linelip_num]) > 0) then
table.insert(urls_list, line[ip_num])
end
end
end
end

end

return urls_list

end

-— URL YA MO ERZHIBR. V— M35
—[51%]

-—  urls_list ... URL DYA FEEHN(T—TIL)
-— [RDfiE]

-—  URLOYAMEHBLG—TI)

function del_duplicate_urls(urls_list)
local url_splited = {}
local flist = {}
local flist_temp = {}
local urls, url
local k, v

local strurls ="

for urls in each(urls_list) do
url_splited = { string.split(urls, ”,”) }
for url in each(url_splited) do
flist_temp[url] = 1
end

end

for k, v in pairs(flist_temp) do
table.insert(flist, k)



end

table.sort(flist)

return flist

end

—— URL DUAME—TEDFEHTERTHEH

—[51%]

—— urls list ... URL DYRAMT—=TI)

- [R"{E]

—  —EDEHTERELEZ URLDYANMT—TIL)
- [&#]

—  ERUXFINORSMEEREBALEIAT. 1 DOERETD

function concatenate_urls(urls_list)
local url
local str_urls = "
local flist = {}
local urls_len = 256 —— X F5IDRIDEBEWO~)

for url in each(urls_list) do
if (str_urls == ") then
str_urls = url
else
strurls = strurls .. ”,” .. url

end

if (string.len(str_urls) > urls_len) then
table.insert(flist, str_urls)
strurls ="

end

end

if (str_urls "= ") then



table.insert(flist, str_urls)

end

return flist

end

-— FQDN 71)L3—%HIBR T 8%

- [51%]

= num ... BIBRT 31— 8 (EIE)
-— [RDfiE]

-— RL

function exec_no_filter cmd(num)

local cmd, i

fori=0, (hum-1) do
cmd = string.format("no ip filter %d”, filter_prefix + i)
rtn, str = rt.command(cmd)
if (rtn == false) then
if (str) then

write_to_log(str)

end
end
end
end
—220YAIEREETHEH
— [B1%]

-~ table_1 .. 1 DHDOUANMT—TIL)
-~ table 2 .. 2 DHDYANMT—TIL)
-- [RDfiE]

-—  #HEUEHLLWANT=TI)




function joint_tables(table_1, table_2)

local table_new = {}

for v in each(table_1) do
table.insert(table_new, v)

end

for v in each(table_2) do
table.insert(table_new, v)

end

return table_new

end

-— FQDN 71JLA—%E&E T3
-—[51%

—— urls list ... URL DYRAMT—=TI)
- [R"{E]

-—  ZUA-FEFOUANT—TI)

function exec_filter_cmd(urls_list)
local v, cmd, rtn, str
local i = 0;

local flist = {}

for v in each(urls_list) do

cmd = string.format(“ip filter %d pass * %s”, filter_prefix + i, v)
rtn, str = rt.command(cmd)
if (rtn == false) then

if (str) then

write_to_log(str)

end

break
else

table.insert(flist, tostring(filter_prefix + i))



i=i+1;
end

end

return flist

end

—— ip route YV FEERTE TSR %

— [51%]

—  Alist.. 4A—FSOUANT-TI)
- [R"{E]

-— L

function exec_ip_route_cmd(flist)
local cmd, v, rtn, str

local buf = “”

if (#flist == 0) then
return

end

for v in each(flist) do
buf=buf.” " .v

end

cmd = string.format(“ip route default gateway %s filter %s gateway %s”, gateway_offload, buf,
gateway_default)
rtn, str = rt.command(cmd)
if (rtn == false) then
if (str) then
write_to_log(str)
end

end

end



— M UN=FY —

local buf, cur_ver
local urls

local filters = {}
local pre_ver =0

local err =0

—- UUID B4/

local uuid = generate_uuid()

while (true) do

— Office Y—N\—hBN\—YavEEE

cur_ver = get_version_from_server(uuid)

— REFELEN-Jave gk
- FICERBLEN-JavhHLIhE, BREZE#H
if (cur_ver > pre_ver) then

err=1

write_to_log(msg_new_ver)

—- Office Y—/\—D\oIY FikA Y heER1G
buf = get_endpoints_from_server(uuid)
if (buf "= nil) then

—— URL YR &S

urls = get_urls(buf)

if (urls "= nil) then
—— URL YR Mo EE ZHIBR

urls = del_duplicate_urls(urls)



7%

end

if (urls "= nil) then

end
end

end

if (cur_ver == 0) or (err == 1) then

write_to_log(msg_cancel)

elseif (cur_ver > pre_ver) then

end

pre_ver = cur_ver

write_to_log(msg_update)

—— Office 365 M URL QYA MET/ILA—BHIZHE|

urls = concatenate_urls(urls)

—— Windows Update & Office 365 @ URL DA &

urls = joint_tables(urls_wu, urls)

—-- FQDN J4)LA—=HIIBx

exec_no_filter_cmd(#filters)

— FQDN 74JLA—%&E&TE

filters = exec_filter_cmd(urls)

if (filters "= nil) then
— FHORRERTE

exec._ip_route_cmd(filters)

— TR E

rt.command(“save”)

err=0

end



rt.sleep(idle_time)
end

EOF
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